
Potential Disclosure of Inquiry Information Submitted through Our Former Websites 

Following Unauthorized Access to Studio 

 

We have been notified of unauthorized access by a third party to Studio, the website creation 

service we previously used to operate our websites. The service is operated by Studio Inc. 

(hereinafter referred to as “Studio”). 

 

Following this incident, we learned that information submitted through the inquiry forms on 

the websites of Nissan Motor Car Carrier Co., Ltd. and MOL ACE TRANSPORT Co., Ltd., 

the two companies prior to their integration into our current company, may have been 

disclosed to external parties. 

 

We sincerely apologize for the significant concern and inconvenience this may cause those 

potentially affected and all other parties concerned. 

 

At present, we have not confirmed that any third party has actually obtained the information 

or that any resulting harm has occurred. While we are taking steps to notify those potentially 

affected, we would like to share the information currently available, as outlined below. 

 

 

1． Overview 

 

On October 16, 2026, Studio notified us that information under its management may have 

been disclosed to external parties as a result of unauthorized access by a third party to its cloud 

environment. 

According to Studio, a third party exploited a vulnerability in certain features of its service. 

Studio has stated that the vulnerability has already been fixed and that the route used for the 

unauthorized access has been blocked. 

 

2． Scope of Potential Impact 

 

Websites concerned 

• The former website of Nissan Motor Car Carrier Co., Ltd. 

• The former website of MOL ACE TRANSPORT Co., Ltd. 

 

Information that may have been disclosed 



The following information submitted through the inquiry forms: 

• Company name 

• Name 

• Telephone number 

• Email address 

• Inquiry details 

The inquiry forms did not include fields for passwords, credit card information or similar 

sensitive information. Such information is therefore not within the scope of this incident. 

Our current website is created, managed and operated using a service other than Studio. 

 

3. Next Steps and Precautions 

 

We will notify those potentially affected directly and offer our apologies by email, using the 

addresses provided at the time of their inquiries. These notifications will be sent in stages. 

We have also reported this incident to Japan’s Personal Information Protection Commission. 

We will continue to gather information from Studio and, if new facts come to light, will 

promptly provide updates on our website or through other channels as necessary. 

Information that may have been disclosed in this incident could be misused by third parties 

to send suspicious emails or messages, or make telephone calls, impersonating our company, 

MOL ACE TRANSPORT Co., Ltd. or Nissan Motor Car Carrier Co., Ltd. Please exercise 

caution and do not enter authentication credentials such as passwords, credit card information 

or other sensitive information in response to such communications. We will never ask for 

authentication credentials such as passwords or credit card numbers by email or telephone in 

connection with this incident. 

 

4. Related Information 

 

For Studio’s announcement regarding this incident, please refer to the following: 

Studio Inc. 

“Notice Regarding Unauthorized Access to Studio” 

https://studio.design/ja/security/notice/2026-10-incident#target 

 

5. Contact for Inquiries Regarding This Incident 

 

MOL ACE TRANSPORT Co., Ltd. 

Inquiry Desk 

https://studio.design/ja/security/notice/2026-10-incident#target


E-mail: security-mtr@molgroup.com 

 


